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About The Law Commission of Ontario

The Law Commission of Ontario (LCO) is Ontario’s leading
law reform agency. The LCO provides independent,
balanced, and authoritative advice on complex and
important legal policy issues. Through this work, the LCO
promotes access to justice, evidence-based legislation and
policies, and public engagement on important law reform
issues.

A Board of Governors, representing a broad cross-section
of leaders within Ontario’s justice community, guides

the LCO’s work. Financial support is provided by the Law
Foundation of Ontario, the Law Society of Ontario, and
Osgoode Hall Law School.

More information about the LCO and this project is
available at: https://Ico-cdo.org.
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The Al in Criminal Justice Project

The LCO’s Al in Criminal Justice Project is the

first comprehensive survey and analysis of the
opportunities, risks and law reform issues of Al in the
Canadian criminal justice system.

In April 2025, the LCO released a project introduction
and four Issue Papers. Each Issue Paper considered Al
in a distinct phase of the criminal justice process:

e Paper 1: Introduction and Summary

e Paper 2: Use of Al by Law Enforcement

e Paper 3: Al and the Assessment of Risk in Bail,
Sentencing, and Recidivism

e Paper4: Al at Trial and on Appeal

e Paper 5: Al and Systemic Oversight Mechanisms

Together, the Papers presented a “lifecycle” analysis of
Al throughout the Canadian criminal justice.

In addition to the project Issue Papers, the LCO
convened two half-day roundtable events to consider
key criminal justice Al issues, including a June

2025 Vancouver Roundtable on the Use of Facial
Recognition Technology by Law Enforcement and an
August 2025 Toronto Roundtable on Al Evidence in
Criminal Justice.

Project Advisory Committee members and Issue
Paper authors include representatives from
governments, police services, Crowns, the criminal
defence bar, legal aid, courts administration, human
rights and privacy commissions, civil society and public
interest organizations, and academics.

The project included extensive consultations and
engagements across the provincial and Canadian
criminal justice system. In total, more than 1,400
people participated in more than 30 public
discussions, workshops, conferences and public
lectures across Canada.

The LCO also benefitted from a strong research and
consultation partnership with the UBC Artificial
Intelligence and Criminal Justice Initiative, led by
Professor Benjamin Perrin of the Peter A. Allard School
of Law, University of British Columbia.

All project materials are available on the LCO’s Al in
Criminal Justice webpage.

Al 'in Criminal Justice Project
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Introduction

This is the Executive Summary of the Final Report and
Recommendations of the Law Commission of Ontario
(LCO)’s Artificial Intelligence in Criminal Justice Project
(the “Criminal Al project”).

Al is increasingly used in criminal justice systems

in Canada and worldwide to aid investigations,

analyze evidence, conduct risk assessments, prepare
submissions and judgements, and better target
resources. Al tools include biometric surveillance and
facial recognition technology (FRT), predictive policing,
automated license plate readers (ALPRs), social media
monitoring, document and video analysis, bail and
sentencing algorithms, drones, Al report-writing and
many more.

Many Al technologies can improve public safety,
improve police investigations and improve the
efficiency and fairness of criminal proceedings. At

the same time, criminal Al systems such as predictive
policing, FRT and generative Al systems have proven
risks to human rights, criminal procedure, privacy and
access to justice. These risks affect racialized and low-
income communities most acutely.

Criminal Al systems in many jurisdictions are
widespread, expanding and controversial. In England
and Wales, for example, more than 4.6 million faces
were scanned by live facial recognition systems in
20241 Criminal Al tools are also deployed widely in
the US, including a network of up to 140,000 ALPRs.2

Al 'in Criminal Justice Project

In these examples and others, criminal Al systems
are alternately praised for improving public safety
and criticized for mass surveillance, bias, violation
of procedural rights, errors and hallucinations. In
response, many governments and other institutions
have adopted “responsible Al” laws and policies to
promote the benefits of criminal Al systems while
controlling their limitations and foreseeable risks.

In comparison to many jurisdictions, Al deployment
in Canadian criminal justice has been slower. Reports
suggest, however, that many Canadian police services
have piloted or deployed a range of Al systems
including FRT, ALPRs, object recognition, predictive
policing, and drones. Canadian prosecutors, defence
counsel and courts are also beginning to use Al
systems.

Adoption of responsible criminal Al governance in
Canada appears slower also. To date, no Canadian
government has enacted laws or regulations
governing the use of Al by Canadian police or criminal
courts. That said, many Canadian police services and
other criminal justice institutions have developed Al
self-governance policies.


https://www.lco-cdo.org/crimai

The LCO believes that criminal Al systems introduce
new and complex risks that could expose an
unprecedented number of Ontarians to police
surveillance, privacy violations, racial bias and other
risks and harms.

The LCO and many stakeholders are concerned that
the combination of multiple laws, multiple institutions
and complex technologies could result in ad hoc,
inconsistent or improper governance of criminal Al
systems. The LCO and others believe the provincial
response to these risks must be coordinated and
systemic to ensure systems are legal, beneficial and
have public trust.

Criminal Al in Canada

The LCO’s 29 recommendations would embed
responsible Al principles and policies throughout
Ontario’s justice system. An important finding of this
project is the near-universal desire amongst criminal
justice stakeholders to work together to address
criminal Al issues constructively.

The full text of the LCO’s Criminal Al Project Final
Report and Recommendations are available here.

The extent of Al use by police and other criminal justice institutions in Canada is not known.
The UBC Police Al Report, police service disclosures and media reports suggest the following
Canadian police services have used or are using the following Al systems:3

Facial Recognition Technology

e Calgary Police Service .
* Edmonton Police Service .
e Halton Region Police Service .

e Ottawa Police Service

e Peel Region Police Service
e RCMP

e Thunder Bay Police Service
e Toronto Police Service

e York Region Police Service

Automated Licence Plate Readers

e Ottawa Police Service

* RCMP

e Toronto Police Service

e Victoria Police Department

Object Recognition and Video Analytics

e RCMP

e Thunder Bay Police Service
e Toronto Police Service

*  Winnipeg Police Service

Predictive Policing

Calgary Police Service
Vancouver Police Service
Saskatoon Police Service

Autonomous Robots, Drones and Vehicles

Up to 17 police services in Ontario
RCMP

Vancouver Police Service
Winnipeg Police Department

Gunshot Detection

Toronto Police Service

Open Source and Social Media Monitoring

Calgary Police Service
RCMP

Al-Assisted Police Reports

Fredericton Police Service
Ottawa Police Service
Peel Police Service

Al 'in Criminal Justice Project


https://lco-cdo.org/en/projects/ai-in-criminal-justice/

Criminal Al Systems
and Their Potential

Section 2 of the Final Report discusses the most
common criminal justice Al systems used in the US, UK
and Canada. Most are police systems; however, Al is
also used by prosecutors, courts and others.*

The LCO’s research and consultations demonstrate
that, depending on how they are deployed, Al systems
have significant potential to improve public safety and
the criminal justice system. Perhaps most commonly,
police Al systems are being used to:

e |dentify unknown individuals or verify their
identity.

e Track people’s locations and movements.

*  Manage and analyze large datasets or documents.

* Analyze evidence.

e  Predict the location of future crimes or
perpetrators.

e Prepare police reports, transcribe or translate
recordings.

Al 'in Criminal Justice Project

Three of the best known or most common police Al
systems include:

Facial Recognition Technology (FRT)

FRT compares a “faceprint” or probe image against a
reference image in a database and makes a prediction
about whether the images match. There are many
types and variations of FRT, including systems

used for suspect identification, missing person or
human trafficking investigations, child sexual abuse
investigations, crowd surveillance and identity
verification.

There are important legal and operational differences
between FRT systems. For example, live FRT scans
images from live camera feeds to identify or track
individuals in real time. In contrast, retroactive FRT is
used to identify individuals from previously recorded
images or videos.

The most extensive FRT deployment may be in the
UK, where a large-scale, national live FRT system is
currently being implemented. The UK uses live FRT
mobile vans and fixed cameras to scan crowds and
match faces against a specific police watchlist in real
time.> FRT is reportedly used by almost 1,000 law
enforcement agencies in the US.®



It is unknown how many police in Canada are using
FRT due to the lack of mandatory disclosure of
policing Al systems. The UBC Police Al Report states
that FRT has been used by at least five Ontario police
services including Thunder Bay, York Region, Peel
Region, Halton Region and Toronto.’

The use of FRT systems by Canadian police services
is expanding. For example, both the Ottawa and
Edmonton Police Services have recently announced
or operationalized new FRT systems. The Edmonton
system is notable: Edmonton police have begun
testing body cameras equipped with FRT trained to
detect the faces of about 7,000 people police say
have serious criminal warrants or who are flagged as
potential safety risks.

Automated Licence Plate Readers (ALPRs)

ALPRs and vehicle surveillance systems use mobile or
fixed cameras to detect information about vehicles,
such as a vehicle’s license plate number and other
information. ALPRs have been described as “vehicle
fingerprints.” ALPRs assist police to quickly find stolen
vehicles and unlicensed, prohibited, suspended and/
or uninsured drivers. ALPRs can also be used to track
individuals.

The scale of ALPR surveillance is unprecedented: The
Los Angeles Police Department scanned more than
210 million license plates in two months in 2025.8

It is not clear how widely ALPRs are deployed in
Ontario or Canada. The Toronto Police Service states
it uses ALPRs to “receive real-time alerting in patrol
vehicles to arrest wanted criminals, recover stolen
vehicles and locate missing persons that are on
various hotlists.” The Toronto Police Service reports
that its ALPRs can scan more than 1.25 million licence
plates every day.’

Predictive Policing

Predictive policing is a generic name for police Al
systems that process and analyze large and complex
datasets much more quickly than humans. Predictive
policing has many applications but is commonly
understood as Al systems that to try to predict or
"forecast’ future crime, including 1) location-based
systems that identify where and when potential
criminal activity might occur, and 2) person-based
systems that identify individuals who are likely to be
involved in future crimes.

Predictive policing has been used extensively across
the US. Canadian police that have used or tested
predictive policing include the Vancouver (GeoDASH)
and Calgary Police Departments (Palantir Gotham).

Other Al Systems Used by Police

Other Al systems used or considered by police include
open-source intelligence and social media intelligence;
drones; Al-assisted police reports; evidence
management; gunshot detection, bail and sentencing
algorithms; and biometric inferencing.

Criminal Courts, Crowns and Defence Counsel

Police are not the only criminal justice institution or
actor using Al. Prosecutors can use Al to help manage
digital evidence, automate redactions, streamline
document generation and analyze forensic evidence.
Courts have used Al to aid in writing judgements; for
legal research, drafting, and translation; to generate
transcripts; and to help litigants complete and file
forms. Lawyers and unrepresented litigants may use
Al systems for legal research and writing; to draft
pleadings and submissions; to evaluate evidence; to
test testimony; or to summarize transcripts, analyze
expert reports and prepare cross-examination.

Al 'in Criminal Justice Project



Criminal Al Harms and Risks

Section 3 of the Final Report discusses criminal Al’s
risks and potential harms.1°

Legal Risks

Bias and Discrimination

Many FRT systems have been shown to be biased and
discriminatory. Many advocates believe that FRT bias
is conclusive proof that FRT systems should be banned
in whole or in part. Others believe that FRT bias is

a diminishing issue and that better training data or
systems can mitigate errors.

Many predictive policing systems have also been
proven to be biased and discriminatory, leading

to the withdrawal of many systems in the face of
legal challenges and public outcry. There have been
significant bias concerns about other criminal Al
systems, especially bail/sentencing algorithms.

Al 'in Criminal Justice Project

Privacy and Surveillance

Privacy and surveillance risks are one of most widely
discussed risks of criminal Al systems, particularly

FRT systems. Privacy and surveillance risks can vary
widely depending on how FRT systems are used. For
example, a live FRT system monitoring a public protest
has more serious constitutional and privacy risks than
a retrospective FRT system comparing a suspect to a
dedicated investigative or mugshot database.

The deployment of FRT in the UK example illustrates
the privacy risks of FRT deployed at scale. In the UK,
police services have used live FRT vans and static FRT
to surveil millions of people, including more than 3
million people in London in a single year.!! UK live
FRT surveils people in criminal “hot spots”, in major
shopping districts, on trains and subways, at sporting
events and music festivals, and other locations.

Canadian police FRT systems have also been criticized
on privacy and surveillance grounds, including use

of the ClearviewAl by the RCMP and the Edmonton
Police Service’s piloting of FRT body cameras.

ALPRs have been heavily criticized for privacy
violations and for promoting mass surveillance.
Police use of drones also raises important privacy
and surveillance issues, as have criminal Al systems,
such as video analytics, social media monitoring and
predictive policing.



Disclosure and Transparency

Disclosure and transparency are fundamental
elements of legal and public accountability, especially
in the context of criminal prosecutions. Criminal

Al systems have been criticized for 1) lack of
transparency or public disclosure about the existence
of an Al system, and 2) lack of disclosure to an accused
during an investigation or prosecution.

In Canada, there is no comprehensive disclosure of
police or other criminal justice Al systems. The RCMP
and Toronto Police Service have organizational policies
requiring disclosure of their Al systems. These policies
are not consistent.

Explainability and the “Black Box” Problem

Al systems can embed a complex mix of legal,
technical, statistical and operational decisions into
code. The complexity and opacity of Al tools may
make Al-aided decisions “even more inscrutable
than human judgments.”!? As a result, even
simple algorithmic and Al systems can be complex
and opaque “black boxes.” Opacity and a lack of
explainability is a particular problem in criminal
justice.

Data Accuracy, Reliability, and Validity

The accuracy, reliability and validity of data is
foundational to the success and legitimacy of Al
systems used by police, governments or courts. FRT
and predictive policing systems in particular have been
subject to strident criticisms of their training data.

The accuracy, reliability, and validity of FRT systems
can also be influenced depending on how and when

it is used. INTERPOL notes, for example, that “..the
accuracy of [FRT systems]...varies widely depending on
the quality of the image fed into the system.”3

After reviewing the evidence of police Al testing, the
UBC Al & Criminal Justice Project concluded:

There is striking little independent evidence
demonstrating that many police Al
technologies are accurate, reliable, effective
or necessary. Despite widespread claims of
efficiency and objectivity, significant concerns
remain over documented error rates, bias
amplification, and false positives.'*

Governance Risks

In addition to legal risks, the LCO’s research and
consultations have revealed that criminal Al systems
create important governance risks in Ontario.

First, there are many laws and regulators governing
criminal Al systems in Ontario, including:

e The Charter of Rights and Freedoms.

e The Criminal Code of Canada.

e Human rights and privacy law.

e Evidence law, procedural rules, common law rules
and related statutes.

e Federal and provincial police regulations,
directives or policies.

e Policies or guidance from police boards, police
services and provincial agencies.

e Decisions and policies from courts, privacy and
human rights commissions, law societies and
others.

Second, there is a wide, diverse, and decentralized
provincial network of institutions who could be
involved in operating, overseeing, litigating or
adjudicating criminal Al issues Ontario, including:

e All 53 police services in Ontario.

e Police service boards, municipalities, and regional
governments.

e The provincial Ministry of the Solicitor General
and Ministry of the Attorney General.

e The Inspector General of Policing and Law
Enforcement Complaints Agency.

e Crown Attorneys.

e Criminal judges sitting on both the Ontario Court
of Justice and Superior Court.

e Criminal defence counsel, duty counsel and Legal
Aid Ontario.

e Justices of the Peace.

The combination of multiple laws, multiple actors/
institutions and complex technologies could result
in ad hoc, inconsistent or improper governance of
criminal FRT systems, especially if and when these
systems are deployed at scale across Ontario.

Al 'in Criminal Justice Project



The LCO also frequently heard about the risks and
challenges of deploying or governing Al within
criminal justice institutions. For example, police
services often described the comprehensive efforts
needed to embed responsible Al practices in their
organizations, including but not limited to internal
policies and resources dedicated to legal compliance,
procurement, Al assessments, training, human
oversight, data management, evidence management,
digital sovereignty evaluation, and more. These are
complicated and expensive tasks, potentially out

of reach for all but the largest and best resourced
criminal justice institutions.

Our consultations and research revealed sophisticated
efforts within and between many Canadian police
organizations to address institutional issues
proactively, including impressive initiatives by

the RCMP, Toronto Police Service and Canadian
Association of Chiefs of Police (CACP). This approach,
while commendable, brings risks and inefficiencies.
For example, many organizations discussed the need
to develop common or consistent criminal Al impact
assessments, compliance or procurement policies.
Many consultees also stated institutions were trying to
solve the same problem at the same time.

Al 'in Criminal Justice Project

Administration of Justice and Access to Justice
Risks

The risks described above create complex new
administration of justice and access to justice risks.
For example, it is not clear that courts have the
capacity or tools to address the complex and systemic
statistical, technical, policy and legal issues that will
arise in criminal cases involving Al evidence.

Equally important, it will be very difficult for most
criminal defendents (particularly those represented
by legal aid or who are self-represented) to mount an
effective challenge to the complex statistical, technical
and legal issues raised by Al systems, especially in bail
or sentencing hearings.

The legal and social implications of administration

of justice and access to justice risks are worrisome.

It is possible that only the best-resourced litigants

will be able to challenge criminal Al systems. As a
result, criminal Al systems could add significant new
barriers to low-income, marginalized, Indigenous

and racialized communities, thus compounding the
over-representation of these communities in Ontario’s
justice system.



Responsible Criminal Al

Section 4 of the Final Report reviews responsible
criminal Al internationally and in Canada.®®

International

The potential benefits, risks, and harms of Al

in criminal justice are widely documented and
acknowledged by governments, police services,
prosecutors, defence counsel, academics and NGOs
around the world.

This acknowledgement has led to an extraordinary
range of “trustworthy” or “responsible” criminal Al
laws, policies, frameworks and related initiatives based
on the principle that criminal Al’s benefits depend on
dedicated and sophisticated rules to minimize risks
and harms.

The substance and form of these initiatives vary
significantly. Their overarching theme, however, is that
consistent and comprehensive criminal Al governance
is needed, potentially including:

*  Mandatory public disclosure of criminal Al
systems, including public “Al registers.”
e Prohibitions on highest risk criminal Al systems.

e Criteria to identify prohibited, high risk and
restricted use systems.

e Purpose and use limitations.

* Mandatory and transparent Al risk and impact
assessments.

° Mitigation requirements.

e Mandatory obligations to measure, correct and
audit bias.

e Procedural and evidential protections.

e Mandatory “human in the loop” requirements and
training.

e Mandatory auditing and evaluation requirements.

e Defined pilot project and “sandboxing” evaluation
procedures.

* Independent oversight of individual systems and
criminal Al systems.

Al 'in Criminal Justice Project



The European Union Artificial Intelligence Act

The most important international Al governance
statute is the European Union’s Artificial Intelligence
Act (EU Al Act).** The EU Al Act is sweeping,
framework legislation governing the development and
use of Al systems across the EU, including systems
used in both the private and public sector. The EU

Al Act is perhaps the most sophisticated legislative
responsible criminal Al regime in the world today.

Chapter Il, Article 5 of the EU Al Act sets out several
“unacceptable risks” and prohibitions on specified

Al systems, including a partial ban on real time mass
FRT and biometric surveillance!” and a a partial ban
on predictive policing.® Both prohibitions are subject
to several exceptions. Article Il of the EU Al Act also
pre-emptively defines several criminal Al systems as
“high risk”, including bail and sentencing algorithms
and Al-generated evidence in criminal trials.® In the
event police or governments deploy these systems,
the EU Al Act requires many oversight and mitigation
requirements.

United States

The US federal government has seen dramatic shifts
in responsible criminal Al rules and policies. The
Biden Administration established a comprehensive
responsible criminal Al framework, including detailed
requirements for up to 18 criminal justice “rights-
impacting” Al systems used by U.S. departments and
agencies.?’ In January 2025, these requirements were
rescinded by the Trump Administration.

Statutes governing police use of FRT in the United
States are common, with more than 30 state or
municipal statutes prohibiting or limiting the use of
FRT as of August 2026.2! These laws include:

e Qutright bans.

*  Warrant, probable cause or court order
requirements.

* Serious crime limits.
e Bans on the use of FRT with body cameras.

* Requirements to provide defendants with notice
of FRT use by law enforcement.

Al 'in Criminal Justice Project

* Reporting requirements.

e “No sole basis” rules i.e. FRT cannot be the sole
basis for an arrest.

Drone regulation is also common, with as many

as 18 US states passing legislation requiring police
agencies to obtain a search warrant to use drones for
surveillance or to conduct a search.??

There is a currently a national controversy in the

US regarding ALPRs, where the pushback against
“Flock” cameras (named after Flock Safety, a leading
US ALPR provider) has been swift, bipartisan and
decisive. ALPRs have been heavily criticized for
privacy violations, for promoting mass surveillance,
for ineffectiveness, for promoting systemic racism in
policing and for unauthorized data sharing to with
federal officials, including immigration authorities.

DeFlock, an American ALPR advocacy organization,
reports that 153 cities have cancelled or rejected ALPR
contracts or deactivated cameras since 2021, including
more than 50 in August 2026 alone.?®* The Republican
Governor of Florida recently called the use of ALPRs in
Florida “out of control”?* and ordered the removal of
ALPR cameras from state roads, stating that “What we
don’t want in the state of Florida is to have a digital

Al surveillance state where everything we’re doing is
being tracked at all times.”*

United Kingdom

The expansion of FRT in the UK has been rapid

and controversial, and it has been described as
“spiralling out of control.”?® Many critics, including
the UK’s Equality and Human Rights Commissioner,
have noted the risks of privacy violations, racial bias
and police harassment. Critics also state that rapid
FRT deployment is proceeding in the absence of a
statutory and policy framework.

In May 2026, the UK government announced plans

to “establish a new legal framework” to “...underpin
law enforcement use of facial recognition and similar
technologies.”?” In June 2026, the UK government
announced PoliceAl, “a new national centre dedicated
to the responsible development, piloting and scaling
of artificial intelligence in policing.”?®



Canada

In contrast to the EU, US and UK, there are no
dedicated federal or provincial statutes, regulations or
policies governing criminal Al systems in Canada.

Federal Government

There is no federal legislation governing criminal

Al systems in Canada. The failed federal Artificial
Intelligence and Data Act (AIDA) would have included
several responsible Al principles and established a
limited risk-based governance framework for private
sector Al systems in Canada,® but would not have
directly regulated the use of Al in the public sector
or criminal justice system. Nor have there been Al-
specific amendments to the Criminal Code of Canada
or other relevant federal legislation.

In May 2026, the federal government introduced
Canada’s National Artificial Intelligence Strategy:
Al for All.*° However, the Strategy did not establish
trustworthy Al in criminal justice. Nor does the
Strategy appear to promote responsible criminal
Al through the regulation of private sector firms
providing criminal Al systems as AIDA might have.

Since the Strategy was announced, the federal
government has introduced two new Al-related bills,
Bill C-34 (the Safe Social Media Act)*! and Bill C-36
(the Protecting Privacy and Consumer Data Act) which
update private sector privacy laws.*? Neither Bill
addresses responsible criminal Al.

The most important federal responsible Al initiative
is the 2021 federal Automated Decision-making
Directive (federal ADM Directive) and Algorithmic
Impact Assessment (AlA).32 The federal ADM
Directive and AIA do not explicitly apply to federal
law enforcement agencies. However, the RCMP

has voluntarily complied, posting 14 reports to the
Government of Canada Al Register.?*

Government of Ontario

The Government of Ontario has taken important steps
to establish responsible Al governance in Ontario’s
public sector, but these initiatives do not include the
provincial criminal justice sector. As a result, there is
no responsible criminal Al governance framework in
Ontario.

The Government of Ontario passed the Enhancing
Digital Security and Trust Act, 2024 (EDSTA) in
November 2024.35 The purpose of EDSTA is to “
...[s]et a definition of artificial intelligence (Al) to
create consistency across the public sector and
establish protections to ensure responsible use of
Al systems.”*® EDSTA creates the power to prescribe
a wide range of Al governance instruments in
regulation, including Al prohibitions, risk management
schemes, public disclosure obligations, technical
standards, and designated individuals with oversight
responsibility.?” EDSTA does not apply to Al used in
Ontario’s criminal justice system.

The provincial government followed EDSTA with its
“Responsible Use of Artificial Intelligence Directive” in
December 2024, but it does not explicitly apply to Al
systems used by Ontario police or in Ontario’s criminal
courts.®

Canadian Police Services

In contrast to the federal and provincial governments,
several Canadian police services have taken important
steps to develop comprehensive responsible criminal
Al frameworks.

Federally, the RCMP’s National Technology Onboarding
Program (NTOP) and Transparency Blueprint are
sophisticated initiatives that incorporate many
responsible criminal Al principles.

Many municipal police services have also taken
important steps. Most significantly, in 2022 the
Toronto Police Services adopted a “Use of Al
Technology Policy” (“TPS Al Policy”).3 Several other
Ontario police services have adopted limited Al
policies, including services in Peel, Durham, York and
Ottawa.
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LCO consultations confirm that many other

Canadian police services and police service boards
are considering general or technology-specific
responsible Al policies. The LCO was impressed by the
commitment and sophistication of these efforts. In
particular, the LCO wants to highlight the leadership
of the Canadian Association of Chiefs of Police (CACP).
In 2025-2026, the CACP sought to develop an Al
guidance framework and Al risk assessment tool
suited to the Canadian context. A draft of the CACP
model was approved in August 2026

Privacy Commissioners

Canadian Privacy Commissioners have taken

a prominent and important leadership role in
promoting responsible criminal Al in Canada. To date,
Privacy Commissioners have completed at least six
investigations, reports or guidance documents on FRT
and other Al issues in Canadian policing.

Courts

The most significant development in court-based
responsible Al policy in Canada is a proposed new Rule
of Civil Procedure in Ontario. In 2025 and 2026, the
Ontario Civil Rules Committee Artificial Intelligence
Sub-Committee (“Civil Rules Sub-Committee”)
proposed a new Rule governing Al evidence in

civil proceedings in Ontario. This rule could be an
important precedent for rules in criminal justice.

Other Criminal Justice Institutions

In addition to police Privacy Commissioners and
courts, there are many other departments, boards,
agencies and organizations potentially using,
regulating or adjudicating Al systems in Ontario’s
criminal justice system. The LCO is aware that many of
these organizations are actively considering criminal
Al issues in some fashion. As of August 2026, however,
the number of public reports or policies addressing
criminal Al issues from these institutions is very
limited.
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Gaps, Risks and Opportunities
in the Canadian Criminal

Justice System

Section 5 of the Final Report summarizes the LCO’s
analysis of the legal and governance landscape
governing provincial criminal Al systems. Our research
and consultations confirm that there are still wide
and consequential gaps in the framework governing
criminal Al systems in Ontario, including:

e No national or provincial criminal justice Al
strategy.

e Missing or inconsistent disclosure requirements.

*  Missing or inconsistent criminal Al prohibitions,
“guardrails” and risk criteria.

e Lack of a dedicated criminal Al impact assessment.

°  Missing, inconsistent or unclear criminal
procedural protections.

e No consistent obligation to test, audit or evaluate
criminal Al systems.

e No consistent obligation to undertake public
consultations.

These gaps will be significantly worsened if and when
more Ontario police services and other criminal justice
institutions adopt Al. The result will be unacceptable
legal risks, inefficiencies, barriers to responsible Al
adoption and missed opportunities to improve public
safety.

Failure to regulate criminal justice Al systems

could mean FRT, ALPRs, predictive policing and
other technologies could be introduced in Ontario
without appropriate “guardrails” or accountability
requirements. The potential harm to criminal
defendants, criminal courts and public trust is
foreseeable and significant. The lack of consistent Al
disclosure, bias, or risk assessment requirements will
also mean that police, governments, counsel, and
courts will struggle to determine the appropriate uses
and limits of criminal justice Al systems.

Notwithstanding this analysis, there are many reasons
to be optimistic. The LCO found a near-universal
desire amongst criminal justice system stakeholders
for a proactive and collaborative strategy to address
criminal Al governance issues in Canada. LCO
consultations also found widespread agreement on
a set of core principles for achieving responsible Al
in Canada. Another important finding is the breadth
and depth of organizations and individuals already
collaborating on criminal Al issues. The Canadian
“community of practice” in this area is growing in
numbers and sophistication as more institutions,
researchers and advocates begin to consider and
discuss these important issues.
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LCO Recommendations

This project is the first in Canada to analyze Al
systems and issues across the entire “lifecycle”

of criminal justice. This is also the first project in
Canada to engage with stakeholders and institutions
across the criminal justice system to collaboratively
develop recommendations for law, regulatory and
policy reform. The result is a comprehensive agenda
and framework that would embed responsible Al
principles and policies throughout the criminal
justice system. An important finding of this project
is the near-universal desire amongst criminal justice
stakeholders to work together to address criminal Al
issues constructively.

The LCO’s 29 recommendations are principled,

practical, balanced and proven. The recommendations

are based on precedents, practices and strategies
already in place in Canada and other jurisdictions
or currently in development by Canadian law
enforcement, governments or other justice
institutions.

The full text of the LCO’s Criminal Al Project
recommendations are available here.
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Recommendations 1-3:
Provincial Criminal Al Framework

LCO Recommendations 1-3 would commit Ontario to
comprehensive responsible criminal Al governance
and confirm the key elements necessary to achieve it,
including:

e Public disclosure of criminal Al systems.

e Risk criteria identifying prohibited, high risk,
restricted use and low risk uses.

e Adedicated and mandatory impact assessment.

e Aduty to evaluate Al systems against Canadian
law and for lawful authority and purpose.

e Procedural protections.
e Support for criminal justice Al pilots.

¢ Mandatory and ongoing auditing and evaluation
requirements.

*  Procurement standards and policies governing
responsible software practices.

e Anindependent supervisory body.

* Guarantees for judicial independence and
investigative privilege.

A provincial framework will promote responsible
criminal Al adoption across Ontario; improve

the province’s ability to promote, evaluate and
oversee Al systems; and establish a transparent and
comprehensive provincial agenda.


https://lco-cdo.org/en/projects/ai-in-criminal-justice/

Recommendation 4:
Provincial Criminal Justice
Al Legislation

LCO Recommendation 4 would amend Ontario’s
Enhancing Digital Security and Trust Act, 2024
or create complementary legislation to establish
significant responsible criminal Al requirements,
including:

e A precautionary principle.

e The duty to prioritize compliance with
fundamental Canadian rights, law and values.

e Mandatory risk categories.

e Public disclosure, risk assessment, legal safeguards
and auditing requirements.

Recommendation 4 addresses the need for provincial
consistency and baseline requirements. Provincial
legislation will bring coherence and coordination to
what is now a decentralized and disorganized network.
The need for provincial coordination is growing as
more Ontario police services and other institutions
begin to use Al.

Recommendation 4 also establishes governing rules
commensurate with the legal rights and risks at stake.
Al in the criminal justice system affects some of the
most important issues and rights in Canadian society,
including public safety; personal liberty; Charter rights;
procedural rights; and public trust in key institutions,
including courts and law enforcement.

The LCO emphasizes that Al in criminal justice needs
to be comprehensively regulated not just because of
the range and severity of potential legal risks, but also
because of the potential scale of legal risks. Simply
stated, the number of people whose rights could be
affected by criminal Al systems dwarfs the scale and
impact of traditional police investigative techniques.

Fortunately, Ontario has already established the
precedent of framework Al legislation. EDSTA
establishes provincial authority to regulate Al use across
most of Ontario’s public sector. Recommendation 4
would establish legislative Al governance in criminal
justice. It would be puzzling if Al in most of Ontario’s
public sector was subject to Al legislation, but the
highest risk criminal justice systems were not.

There are many international precedents for
establishing framework legislation to govern Al
systems.

Recommendation 4 also includes a precautionary
principle and a requirement to give priority to assess
criminal Al systems for conformity with Canadian
criminal law. Together, these provisions would ensure
that no high risk Al or restricted use Al systems are
deployed without first and foremost assessing the
risks to individual rights and the systemic impacts

that might flow from the failure to foresee guardrails
inherent in basic procedural fairness and evidence law.

Over 2025-2026, the CACP sought to develop an

Al guidance framework and Al risk assessment tool
suited to the Canadian context. A draft of the CACP
model was approved in August 2026. Importantly, the
proposed draft echoes key LCO recommendations
including:

e Committing to a precautionary principle.

e Assessing Al through four standard risk
classifications (including Al prohibitions).

e Prioritizing lawfulness and fundamental rights as
the primary criterion for Al assessment.

Recommendation 5-7:
Provincial Reporting and Oversight

LCO Recommendations 5-7 establish provincial
responsible criminal Al reporting and oversight
regime.

There are many statutes, regulations and policies in
Ontario ensuring public reporting and transparency in
provincial law enforcement, including the Community
Safety and Policing Act, 2019. These provisions are
essential to good governance, effective oversight and
public trust in law enforcement, especially in high risk
contexts. Province-wide reporting obligations also
promote consistent, comprehensive evidence-based
reports, rules and enforcement.
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https://www.ontario.ca/laws/statute/24e24

In contrast, there is no comprehensive public
disclosure about how provincial criminal justice
agencies are using Al, what the benefits and impacts
of Al use may be, and whether the systems are cost-
effective or meeting their objectives.

Recommendations 5-7 establish the critical
infrastructure needed to support an effective
criminal Al reporting and public accountability
regime in Ontario. These recommendations promote
evidence-based criminal Al governance. They also
support responsible Al adoption and public trust and
accountability.

Recommendation 5 would centralize criminal Al
expertise within two independent oversight agencies,
the Inspector General of Policing and the Law
Enforcement Complaints Agency. This will promote
their capacity to oversee Al systems, to investigate
complaints and to report on systemic issues.

Recommendation 5 is an interim measure. It
anticipates Recommendation 6, which would establish
the authority to create a dedicated provincial
supervisory authority for Al systems in criminal justice,
which is also discussed in Recommendation 19.

Recommendation 7 supports these objectives by
requiring law enforcement services to establish
dedicated Al governance and operational policies
and designate officials responsible for the policy’s
implementation.

Recommendation 8:
Digital Sovereignty and Procurement

LCO Recommendation 8 would protect digital
sovereignty in Ontario’s criminal Al systems. It would
also establish a legislative power to regulate standard
terms for third party Al vendor service contracts.

This recommendation is needed to ensure Al systems
used by provincial criminal justice institutions have
consistent and enforceable standards; ensure data

is managed properly; and respect Canadian privacy
and other laws. Additional provisions are discussed in
Recommendation 18.
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Recommendation 9:
Public Engagement

LCO Recommendation 9 establishes legislative
authority to define a series of public engagement and
transparency measures, including public participation
in any Al assessment process, annual reporting on
how Al systems are being used, public participation in
the provincial supervisory authority, and mandatory
legislative reviews.

Recommendations 10-15:
Criminal Al Risk Management

LCO Recommendations 10-15 establish a
comprehensive risk management framework to
govern Al systems in Ontario’s criminal justice system.
These recommendations:

e Identify four risk categories that should be
established in legislation, including prohibitions.

e Direct the province to conduct public
consultations on risk management issues.

e Identify potential criteria, use cases and mitigation
measures for each risk category.

The LCO’s recommendations reflect several principles
and objectives widely supported in our consultations,
including:

°  The governance of criminal Al systems must be
based on risk.

e ltis a priority to identify and mitigate the risks of
high-impact criminal Al systems.

e Risk management supports responsible criminal
Al, legal accountability and public trust.

e Risk management categories should be mandatory
and consistent.

e Risk levels and assessment must be based on
Canadian criminal law.

e Thereis a need to reduce duplication and
ensure consistency/interoperability between
organizations.

e Risk management should be supported by
centralized expertise, monitoring and certification.

e Public engagement is necessary.



Recommendations 10 and 11 establish the baseline or
prerequisites of this framework. Recommendations 12
to 15 address specific issues.

Recommendation 10 would legislate four categories of
criminal Al risk: Prohibited, High Risk, Restricted Use
and Low Risk. These categories are consistent with the
risk categories in the EU Al Act and other international
legislation and frameworks. These categories are

also consistent with established Canadian Al risk
categories, including those included the federal ADM
Directive, EDSTA and, most importantly, the Toronto
Police Use of Al Policy.*°

These categories were widely supported in our
consultations as reflecting an appropriate sliding-
scale of Al system capabilities, risks and mitigation
measures. These categories have been recently
adopted in a draft Canadian Association of Chiefs of
Police Al guidance framework.

Public consultations and engagement on these issues
is crucial, particularly for high risk criminal Al systems
such as FRT or predictive policing where public
skepticism is high. As a result, Recommendation 11
commits the province to public consultations on
important Al risk management issues.

Recommendations 12 to 15: Risk Criteria,
Practices and Mitigation

Broadly speaking, Recommendations 12 to 15

“fill in the details” of each of the four categories
established in Recommendation 10. More specifically,
Recommendations 12 to 15 identify 1) the criteria or
use cases to determine whether a criminal Al system
should be prohibited or considered high risk and low
risk, and 2) the measures to mitigate that risk.

The LCO is confident Recommendations 12-15 are
coherent and sound. The recommendations reflect

a combination of current or emerging standards

and practices in responsible criminal Al governance

in Canada and internationally. That said, these
recommendations are inclusive rather than conclusive.
The LCO recommends provincial consultations to
ensure the best decision-making and to promote
public accountability and trust.

Recommendation 12: Prohibited Al Systems

Al prohibitions and “red lines” are probably the most
consequential and high-profile strategy to build trust
in Al systems and reduce Al risks. For example, Al red-
lines or prohibitions on police use of live FRT could
drastically minimize the risks of FRT-enabled mass
surveillance, over-policing of racialized communities
and mass privacy violations.

Internationally, many governments have enacted or
proposed bans on certain criminal Al technologies or
their use in specific circumstances, including the EU A/
Act.

The most important Canadian example of Al
prohibitions and “red lines” in policing is the Toronto
Police Service Use of Al Policy. This policy identifies a
wide range of prohibited “extreme risk technologies”
which “may not be considered for adoption,”
including:

1. Any application where there is no qualified
“human-in-the-loop”.

2. Where use of the application results in mass
surveillance defined as the monitoring of a
population or a significant component of a
population, or the analysis of indiscriminately
collected data on a population or a significant
component of a population.

3. Any application of Al in a life-safety situation,
i.e., an application where the action of the Al
technology could slow down the reaction time of
the human operator, resulting in potential risk to
life of members of the public or Service Members.

4. Any application that is known or is likely to cause
harm or to have an impact on an individual’s
rights, despite the use of mitigation techniques,
due to bias or other flaws.

5. Any application used to predict or assign likelihood
of an individual or group of individuals to offend
or reoffend.
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6. Any application making use of data collected in
accordance with the Board’s Regulated Interaction
with the Community and the Collection of
Identifying Information Policy, or any Historical
Contact Data as defined in that Policy.

7. Where training or transactional data is known or
thought to be illegally sourced, or where it is from
an unknown source. *

The authority to legislatively prohibit certain kinds of
Al systems is also included Ontario’s EDSTA*

Recommendation 13: High Risk Al Systems

Recommendation 13 identifies proposed criteria and
practices to identify “high risk” criminal Al systems.
These systems would not be prohibited but subject to
comprehensive mitigation measures, which are also
identified in the recommendation.

In the LCO’s view, Al systems should be considered
“high risk” where they present foreseeable risks
and impacts to fundamental rights and freedomes,
including legal rights established under the Charter,
criminal common law, evidence law, procedural
fairness, and human and privacy rights.

The TPS Use of Al Policy includes several examples
of pre-emptively designated “high risk technologies”,
making them subject to higher oversight
requirements, including:

1. Where training or transactional data is known or
thought to be of poor quality, carry bias, or where
the quality of such data is unknown.

2. Where training data can be influenced or biased
by malicious actors.

3. Applications which link biometrics to personal
information (e.g. facial recognition).

4. Where the proposed system could be used to
assist in the identification of individuals for the
purpose of their arrest, detention or questioning.

5. Where the process involved suggests an allocation
of policing resources.

6. Where a system that otherwise merits a Moderate
risk assessment lacks independent validation.

7. Where a system cannot be fully explainable in its
behaviour.®
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Chapter Il of the EU Al Act also defines several
criminal justice Al systems as “high risk” due to their
significant risk to rights and freedoms.**

Recommendation 13’s proposed list of high risk Al
practices reflects real-world applications of Al that are
raising concerns in Canada and across the world.

The Role of Exemptions, Emergencies and
Exigent Circumstances

LCO consultations discussed the role of exemptions,
emergencies and exigent circumstances under the
prohibited and high risk assessment categories. The
LCO did not make recommendations on these issues
in the Final Report. The LCO believes there is a need to
consider these issues further.

Recommendation 14-15: Restricted Use /
Medium Risk and Low Risk Technologies

Recommendation 14 identifies proposed criteria
and practices to identify “restricted use” criminal Al
systems. These systems would not be “prohibited”
or “high risk” but are subject to comprehensive
mitigation measures, which are also identified in the
recommendation.

In the LCO’s view, Al systems should be considered
“restricted use” where they pose risks of adverse
impacts on individuals or society, harm to the
administration of justice, or undermining public
confidence in the criminal justice system.

Recommendation 15 proposes criteria to identify
“Low Risk” Al systems as those that do not pose any
risk of harm to fundamental rights, adverse impacts
on individuals or society, harm to the administration
of justice, or undermining public confidence in
criminal justice. “Low Risk” systems perform a narrow
procedural or preparatory task, do not materially
influence or replace the outcome of an assessment
or decision-making, and are easily corrigible or
reversible.



Recommendation 16:
Public Criminal Al Registry

Recommendation 16 would establish a comprehensive
public registry of Al systems used in Ontario’s criminal
justice system. Recommendation 16 identifies key
details to be included and mandates regular reporting
obligations.

Recommendations 17-18:
Risk Assessments

Recommendation 17 commits the Government of
Ontario to engage criminal justice sector institutions
in developing a standard criminal Al risk assessment
tool. Common risk assessment criteria, categories,
and mitigation measures would ensure a consistent
approach to reliable Al across different criminal justice
institutions.

Recommendation 18 establishes legislative authority
to set standards for Al pilot projects and real-world
performance evaluations; a set of procurement
standards and standard terms for vendor contracts;
and protections for digital sovereignty.

Recommendations 19-20:
Oversight and Reporting

LCO Recommendations 19-20 establish detailed
oversight and reporting obligations. These
recommendations have two parts: First, they would
commit the province to establish a dedicated
supervisory body for Al systems in criminal justice. The
LCO believes a Supervisory Authority could centralize
expertise, eliminate duplicate assessments, certify

Al technology for provincial use, provide ongoing
monitoring, provide independent Al expert witnesses
and opinions, and promote public accountability and
engagement In the interim, the recommendations
add reporting, oversight and advisory functions

to Ontario’s Inspector General of Policing, Law
Enforcement Complaints Agency, and others.

Recommendations 21-24:
Al Evidence

LCO Recommendations 21-24 address Al-created or
Al-enhanced evidence that might be used in criminal
proceedings or during a criminal investigation.

These recommendations address both the shared
jurisdiction in these matters between the provincial
government, federal government and various Rules
committees, and the need for dedicated evidentiary
rules at different stages of the criminal justice process.

The LCO and stakeholders agree that Al evidence

has the potential to significantly benefit police
investigations, reduce expenditures and improve
public safety. At the same time, Al tools and evidence
also have potentially serious risks. The LCO’s analysis
addresses two emerging classes of Al evidence: 1)
acknowledged Al evidence, and 2) unacknowledged Al
evidence, including deepfakes.

Examples of acknowledged Al evidence include:

e Al tools approved for investigative use.

e Al scribes used to transcribe or describe video and
audio or write police incident reports.

e Al tools for conducting legal research and drafting
legal materials.
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Examples of unacknowledged Al evidence may
include:

e Police investigations that receive unreliable
“deepfake” evidence from third parties.

e Police members who make use of unauthorized
but publicly available Al tools like geolocation and
facial recognition apps, or rely on information
gathered through surveillance systems at risk for
discrimination and bias.

e Raw images or video artificially “enhanced” by an
Al system that does not resolve detail but rather
infers or adds it, undermining the reliability and
validity of the evidence.

e Documents drafted, altered or edited with Al
assistance — such as police notes and incident
reports, document summaries or audio and video
transcripts and descriptions — that may contain
hallucinated or sycophantic errors.

Consultees generally agreed that Al evidence raises
the following issues:

e Al tools are very new. As a result, police, Crowns,
defence counsel and courts have to address
novel and complex questions about Al evidence
reliability, validity and bias.

* In many cases, it appears the “human in the loop”
responsible for Al evidence may not have the
training, resources or independence to properly
assess the system.

e There is no consistent obligation to disclose the
use of Al or reliance on Al evidence. Nor is there
clarity on what Al disclosure should entail.

*  Proceedings with lower evidentiary thresholds
are less likely to effectively test Al systems. For
example, the rapid pace, high pressure and
reduced evidentiary threshold in bail hearings
means that Al evidence is unlikely to be reviewed
appropriately.

e Access to Al experts is challenging.

e Courts may need to consider many different Al
tools simultaneously.

e Regulation by litigation is unlikely to be effective.
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e Deepfakes are an emerging problem.

Stakeholders acknowledged that criminal evidence law
is flexible and routinely adapted to novel technologies.
They believed, however, that existing provisions in

the Canada Evidence Act and Ontario Evidence Act
governing electronic or business records were not
well-suited for Al evidence.

In light of the issues above, the LCO and consultees
generally agreed that Al evidence should be
recognized as a distinct class of evidence with a set of
dedicated rules and procedures in criminal justice.

The LCO and consultees further agreed that the
proposed Al evidence rules developed by the Ontario
Civil Rules Sub-Commitee are an important precedent
for equivalent rules in the criminal justice system.
These rules would have to be adapted to criminal
proceedings.

To address these issues, Recommendations 21-23

set out a series of proposals to establish dedicated
committees to study and recommend detailed Al rules
in criminal proceedings. Certain key requirements
should be the foundation for this work, including a
requirement mandating disclosure at different stages
of criminal proceedings and consideration of the
threshold for evidentiary admissibility, reliability and
bias of Al evidence.

LCO Recommendation 24 proposes that MAG amend
the Crown Prosecution Manual with policy directives
implementing the recommendations developed
above.



Recommendations 25-29:
Access to Justice and System Capacity

Recommendations 25-29 address the need to

ensure criminal accused and defence counsel have
meaningful access to justice in criminal proceedings
involving Al systems. These recommendations also
address the need to increase capacity within provincial
criminal justice institutions to effectively respond to
the foreseeable challenges of Al systems, including the
need for access to experts and forensic tools.

Legal Aid Ontario

Recommendations 25-27 would build the capacity
needed to ensure accused and their counsel have
effective access to justice and are able to make a full
answer and defence to Al-enabled investigations.

Recommendation 25 would commit MAG to provide
funds and other resources to Legal Aid Ontario (LAO)
as necessary to ensure criminal defense counsel

are able to make a full answer and defence in cases
involving Al evidence. Recommendation 26 would
establish an Al Centre of Excellence within LAO.

Recommendation 27 would establish a dedicated LAO
external advisory committee with a mandate to meet
regularly and advise LAQ’s board and management on
Al issues.

Access to Experts and Forensic Tools

Recommendations 28-29 are transitional
recommendations. Pending creation of the
proposed criminal Al Supervisory Authority, these
recommendations call for much-needed litigation
resources to be made available more immediately
through the Centre of Forensic Sciences (CFS).

Recommendation 29 prioritizes two important
initiatives within the CFS. First, the CFS should develop
a program freely available to criminal defence counsel
who seek an opinion on the reliability, validity and bias
of Al evidence, investigation tools, and investigation
practices. Second, the CFS should develop a program
for the certification and provision of Al-related
forensic tools to legal counsel, such as platforms for
identifying deepfake evidence and documents.
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